C1S326 Computer Security Dr.Mohammed M. Alani
Gulf University

Question 1:
Encrypt the following message using Caesar Ciphdrthe key K=16:

two househol ds, both alike in dignity, in fair verona, where we |ay
our scene, from ancient grudge break to new mutiny, where civil blood
makes civil hands uncl ean.

Question 2:
Encrypt the message in the previous question WRlagfair Cipher and the keyword

“CONCATINATION".

Question 3:

Encrypt the following message:

a wonderful fact to reflect upon, that every human creature is
constituted to be that profound secret and nystery to every other.
Using Hill Cipher and the key:

12 3 18
K=/5 9 12
8 7 1

Question 4:
Encrypt the following message using Vigenere Ciaref the keyword “REALMADRID”:

it was the best of tinmes, it was the worst of tinmes, it was the age
of wisdom it was the age of foolishness
Use the Vigenere Table Below.

Plaintext
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P P Q R 8 T U V W X Y Z A B C D E F G H 1 J K L M N O
q Q R b T u vV w X X Z A B 2 D E F G H | 1 K L M N O it
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¥ §8 T U VvV W X ¥ Z A B ¢ D E F G H I J K L M N O P Q R
t H E u VoW X Y Z A B 5 D E F G H 1 J K L M N o] i Q R 5
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Question 5:

Find the key used in encrypting the following cipgbgt using Caesar cipher:

MWKZGXBQVO BPM UMAAI OM EQBP KI MAI Z KQXPMZ | VL | SMG VWN MQOPB QA M AG
BPM ZM T KPI TTWOM QA BW NQVL BPM SMG NWZ ZM T | VL UNZM KVWUXTCQKI BML
KQXPMZA TQSM | MVA

Use the relative frequency figure below.
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Question 6:

Find the key used in encrypting the following cigbgt using Caesar Cipher:

WFUJQHLAFY LZW EVKKSYW QALZ USVKSJ UAHZW SFV S CWQ GX WAYZL AK WBKQ.
LZW IJWSD UZSDDWFYW AK LG XAFV LZW CWQ XG JWED SFV EGIW UGEHDAUSLW/
UAHZWI K DACW SWK

Use relative frequency figure above.
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Question 7:
Find the output of DES S-Box when the followingumjs sent to them:

001101000111110011010100010011110110101001010010
Use the S-Boxes in the figure below:

14 4 13 1 2 15 11 8 i 10 6 12 D 9 0 7
S, 0 15 7 Bl 14 2 13 1 10 ] 12 11 9 5 3 8
4 1 14 8 13 6 2 1 15 12 9 7 3 10 3 ]
15 12 8 2 4 9 1 7 5 1 3 4 10 0 6 13
15 1 8 14 6 11 3 4 9 7 2 13 12 0 5 10
S, ] 13 4 7 15 2 8 14 12 0 1 10 4] 9 11 ]
0o 14 7 1 10 + 13 1 5 8 12 6 9 3 2 15
13 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9
10 0 9 14 [§] 3 15 1 13 12 7 11 4 2 8
5 13 7 0 9 3 - 6 10 2 8 x] 4 12 1 15 1
3 6 4 9 8 15 3 0o 1 1 2 12 5 10 14 i
1 13 0 6 9 8 7 4 15 14 3 11 5 2 12
713 14 3 0 ] 9 10 1 2 8 ST 12 4 15
S 13 B 11 ) 6 15 0 3 4 7 2 12 1 10 14 9
10 & 9 0 12 11 7 13 15 1 3 14 5 2 8 4
3 15 ] ] 10 1 13 8 9 4 5 11 12 i 2 14

2 12 4 1 7 10 11 ] 8 3 3 15 13 0 14 9
$. 14 11 2 12 4 7 13 1 3 0 15 10 3 9 8 6
4 2 1 11 10 13 7 ] 15 9 12 5 1] 3 0 14
11 8 12 7 1 14 O 6 15 0 9 10 4 5 3

12 1 10 15 9 2 [i] 8 013 3 4 14 7 5 1
S¢ 10 15 4 2 7 12 9 5 ] 1 13 14 0 1 3 8
g 14 15 2 8 12 3 7 0 4 10 1 13 11 6
4 3 2 12 9 5 15 10 1 14 1 7 6 0 13
4 1 2 14 15 0 8 13 3012 g 7 5 10 ] 1
g 13 01 7 4 9 10 14 3 i 12 2. 15 8 f
1 4 11 13 12 3 T 14 1 15 ] 8 0 5 9 2
6 11 13 8 1 4 10 7S 9 5 0 15 14 2 3 12
13 2 8 4 G 15 11 1 10 9 3 14 2 a9 12 7
Sq 1 15 13 8 10 3 7 4 12 5 6 11 14 9 2
7 1 4 1 9 12 14 2 ] (3] 10 13 15 3 5 8
2 | 14 7 4 10 8 13 15 12 9 0 £ 5 6 11
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Question 8:
Find the 32-bit output of the S-Boxes of DES if tbBowing subkey is sent to the algorithm:

Ki=011101101010101001001000101010100111010101010011
And the output of the Expansion Permutation was:
E=101010010100110101010101110101101101010101100111
Use the S-Boxes in the figure below:

4 4 13 1 2 15 11 8 3 10 6 12 5 9 0
s | 0 15 7 4 14 2 1B 1 10 6 12 1M 9 5 3

4 1 14 8 13 6 2 1 15 12 9 7 3 10 5 0

5 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13

5 1 8 14 6 M 3 4 9 7 2 13 12 0 5 10

s |3 n 7 15 2 8 14 12 0 1 10 6 9 11 5

0 14 7 1 10 4 1B 1 5 8 12 6 9 3 2 15

3 8 10 1 3 15 4 2 M 6 7 12 0 5 14 9

0 o0 9 14 6 3 15 S5 1 13 12 7 11 4 2 8

|13 7 0 9 3 4 6 w0 2 8 5 M 12 11 15 1

“lis & 4 9 8 15 m 1 2 12 5 10 14 7

1 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12

7 13 14 3 0 6 0 1 2 8 5 11 12 4 15

s, [ 8 m 5 6 15 0 3 4 7 2 2 1 10 W 9

0w 6 9 0 12 1 7 13 15 1 3 14 5 2 4

3 15 0 6 1 1 13 8 9 4 5 1 12 7 14

2 12 4 1 7 10 1 6 8 5 3 15 13 0 14 9

s[4 1 2 12 4 7 13 1 5 0 15 10 3 9 6

4 2 1 1 10 13 7 8 15 9 12 & 3 14

no8 12 7 1 14 2 13 15 0 0 4 3

2 1 10 15 9 2 6 8 0 13 3 4 14 7 5 1

s, |10 15 4 2 7 12 9 5 6 1 13 14 0 1 3 8

o 14 15 5 2 8 12 3 7 0 4 10 1 13 11 6

3 2 12 9 5 15 10 1 14 1 7 6 0 8 13

4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1

< |13 0 1 7 4 9 1 10 W 3 5 12 2 15 8 6

Il 4 1 13 12 3 7 14 10 15 6 8 0 5 9 2

6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12

3 2 8 4 6 15 11 1 10 9 3 14 5 0 12 7

s |t 15 13 & 10 3 7 4 122 5 6 11 0 14 9 2

7 1 4 1 9 12 14 2 0 6 10 13 15 3 5 8

2 1 14 7 4 10 8 13 15 12 9 0 3 5 6 11
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Question 9:
Find the 48-bit output of the Expansion PermutatbbES if the following input was sent through

this stage:
001001011011101010111101010110112

Use the Expansion table below.
Expansion Permutation (E)

32 1 2 3 4 5
4 5 & 7 8 o
g Q 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Question 10:
Find the output of the Permuted-Choice-2 permutatiahe subkey-generation algorithm of DES, for

the following input:
10001010101101010111010101101110111010101010100010101001

Use the Permuted Choice in the figure below.

Permuted Choice Two (PC-2)

14 17 11 24 1 5 3 28
15 & 21 10 23 19 12 4
26 8 16 7 27 20 13 2
41 52 31 37 47 55 20 40
51 45 33 45 44 449 29 56

34 % 46 42 50 36 29 32



